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Combating the threat of  
nuclear terrorism

In an age when the threat of terrorist violence appears more immediate 

and more extreme than ever before, there remain few scenarios more 

terrifying than that of a nuclear or radiological incident. 

Thanks to the forensic expertise developed over many years at the Netherlands 
Forensic Institute (NFI) in The Hague, the Netherlands is especially well-positioned to 
contribute to the field of forensics in nuclear security. As part of a global effort, 
therefore, it has taken the lead in coordinating an integrated international forensic 
response to nuclear terrorism.

The global project, coordinated by the NFI, is called Forensics in Nuclear Security. It is 
designed to bring together the expertise and insight that currently exists in many 
international organisations, to establish common terminology, share best practices, 
and raise awareness of practical issues through provision of education and training.

The NFI invites government agencies, international organisations, nuclear scientists 
and forensic experts from around the world to join this global initiative, to benefit from 
the knowledge and experience of others involved in the fight against nuclear incidents.

Forensics in Nuclear Security was set up as a direct result of the Nuclear Security 
Summit, held in the US in 2010 at the initiative of US president Barack Obama. 
Following the Summit, the Netherlands government (through the Netherlands 
Forensics Institute) undertook to make proposals for improving international 
cooperation in nuclear forensics. The resultant global initiative Forensics in Nuclear 
Security was officially launched at the second Nuclear Security Summit in South Korea 
in March 2012. 

Forensics in Nuclear Security

In the event of an incident involving nuclear or radioactive materials, 
containing and limiting damage would clearly be a top priority, and would 
fall to experts from specialised nuclear laboratories. But in such a situation, 
it is equally important to examine and evaluate the nuclear material so that 
its source and history can be traced. Indeed, answering such questions as 
‘Where did it come from?’, ‘How did it get here?’ and ‘Who brought it 
here?’ may be even more urgent than ascertaining precisely what has 
happened, because it may help to locate the offenders before they can 
carry out additional attacks.

This analysis of nuclear or radioactive evidence, which combines elements 
of both nuclear science and conventional forensics (e.g., fingerprinting, 
DNA profiling, and electronic and digital decoding), is known as forensics 
in nuclear security.

NUCLEAR 
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The following organisations have already agreed to play  
a significant part in the project:

•	 International	Atomic	Energy	Agency	(IAEA)
•	 Interpol
•	 Global	Initiative	to	Combat	Nuclear	Terrorism	(GICNT)
•	 International	Technical	Working	Group	(ITWG)
•	 The	Dutch	Ministry	of	Foreign	Affairs

diGitAL 
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The Challenge

Forensics in Nuclear Security is still in its infancy as a discipline, and faces a 
number of challenges. In the first instance, each group of participants in an 
incident – nuclear scientists, forensic scientists and first responders (police, 
paramedics and emergency services) – has its own priorities. Nuclear 
scientists are focused on establishing levels of contamination; forensic 
scientists on collecting relevant evidence before it degrades; and first 
respondents	on	combating	immediate	dangers	to	the	population.	Ensuring	
that each group of specialists is able to carry out its work efficiently and 
effectively, without inhibiting the other, requires both awareness of each 
other’s needs and approaches, and recognised procedures for working 
together in an integrated way. 

The Fields of Examination

Nuclear Forensics is the analysis of a sample of nuclear or radioactive 
material, and any associated information, to provide evidence for deter-
mining the origin and history of the sample material. Nuclear forensic 
analysis includes both characterisation (determination of a sample’s 
characteristics) and interpretation of data.

digital Forensics can be defined as the application of scientifically derived 
and proven technical methods for the preservation, collection, validation, 
identification, analysis, interpretation, documentation and presentation of 
after-the-fact information derived from digital sources (such as mobile 
telephones, data storage devices, or the internet), for the purpose of 
reconstructing the events of a crime.

Forensic Chemistry refers to the analysis, using a broad scope of tech-
niques, of non-biological trace evidence found at crime scenes in order to 
identify unknown materials and match samples to known substances.

dNA Forensics is the analysis of DNA in samples of hair, body tissue or  
body fluid found at a crime scene, for the purposes of matching it to the 
DNA of an individual (for example, a suspect). A DNA match indicates  
that an individual was present at, or had some form of contact with, the 
crime scene. 

Biometrics refers to the measurement of specific physical or behavioural 
characteristics, and the use of that data in identifying subjects. Biometric-
based identification techniques, including latent fingerprints and facial 
recognition, can be used to identify individuals involved in a crime.
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SUSPECt

Sharing Knowledge in Practice

To support the improvement and coordination of responses to nuclear 
incidents around the world, Forensics in Nuclear Security focuses on termino-
logy,	best	practices	and	training.	The	NFI	has	set	up	a	restricted-access	
internet forum where nuclear scientists and forensic experts from around 
the world can share their opinions and experiences and learn from their 
colleagues.

Establishing clearly defined and agreed terminology –  
Nuclear Forensics Lexicon
When groups of experts from different backgrounds work together, 
terminology inevitably becomes an issue. To avoid critical misunderstand- 
ings,	the	NFI	is	compiling	a	Nuclear	Forensics	Lexicon.	This	will	contain	
agreed clear-cut definitions of key terms, developed through discussion 
between nationally nominated experts in the online forum. 

Collecting, refining and applying agreed best practices
To ensure that the most efficient and effective practices are deployed as 
widely as possible, the online forum also facilitates the identification, 
discussion and refinement of best practices and procedures. Best practices 
identified in this way may also form the basis of verifiable connections and 
investigative procedures, which could then be accepted by courts as 
yielding admissible evidence. 

BiOMEtRiC 
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Raising awareness of practical issues through education and training 
The	NFI	will	provide	a	range	of	training	modules	and	educational	pro-
grammes to government agencies, forensic and nuclear scientists, first 
responders and relevant organisations. It is also happy to develop courses 
tailored	to	the	specific	needs	of	a	partner	organisation.	Modules	being	
prepared	in	cooperation	with	IAEA	and	Interpol	include:

•	 Forensic Awareness – An introduction to forensic principles,  
procedures and methods (including an e-learning module on a  
fictitious case)

•	 Radiological Crime Scene training  – Practical training for all in how to 
behave on a crime scene (including a serious gaming exercise)

•	 Crime Scene Management – Practical training for law enforcement 
officers in how to manage a crime scene to ensure that forensic evidence 
is not disturbed

•	 Handling Radioactive Samples – Practical instruction for law  
enforcement officers on how to take, pack and transport radioactive 
samples for analysis.

Further	development	of	the	curriculum	is	underway.

Join the Project

The mission of Forensics in Nuclear Security – Sharing Knowledge  
is to support, integrate and improve responses to nuclear incidents 
around the world, and to give those involved in combating it the 
tools to work together as effectively as possible.



To join this global initiative, or for more information on the  
NFI’s	education	and	training	activities,	please	contact	Project	Leader	 
Ed	van	Zalen:	e.van.zalen@nfi.minvenj.nl

For	general	information	about	the	Netherlands	Forensic	Institute	 
and its nuclear forensics activities, visit www.forensicinstitute.nl and 
www.nuclearforensics.nl 
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